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Secure Mobile Voice  and Messaging System 
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Mobile Communication
Challenges
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M   O   B   I L  E C   O  M  M  U   N   I  C   A  T   I  O  N

Vulnerabilities
“ … your data isn’t just available to nation states: it’ s also potentially available to that goofball neighbor who bought an IMSI-catcher off the Internet. 

Or to your business competitor. Or even to that one girl who finally got GnuRadio to compile.” 

Matthew Green, On Cellular Encryption, blog.cryptographyengineering.com 
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M   O   B   I L  E C O M M U N I C A T I O N

More Vulnerabilities 
It is not only about the communication security …

WEAK 
PA S S W O R D S
Standard third party apps do not employ additional  

password protection and let user access to  

sensitive data via potentially weak passwords.

WEAK 
CR YPT O
Intentional or unintentional use of weak cryptographic
primitives stays at the heart of the well-known attack  

methods in mobile communications.

POOR 
AUTHENTIC ATION 
Usually in mobile communications mutual
authentication is missing and opens up doors for  

serious vulnerabilities.

INSECURE  ST ORAGE 
Securing data at rest on the mobile application is seldom
utilized and hence allows attackers to have access to data  

easily once the mobile device is compromised

INSECURE  APPS 
Insecurely developed apps cause major threats
against information leakage and data  

compromise.

INSECURE  BACKEND 
Allowing clear sensitive data, either real or metadata, in
the backend components, has been one of the major  

reasons for data leakage in the recent attacks.

INSECURE  
BACKEND 

WEAK 
PA S S W O R D 

S

INSECURE  
ST ORAGE 

INSECURE APPS 

WEAK CR YPT O

POOR 
AUTHENTIC ATION 
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M   O   B   I L  E C O M M U N I C A T I O N

Threats 
It is not only the intelligence agencies; anyone who can benefit from the existing vulnerabiliities is a threat. 



9
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Trends
More and more sensitive world related information is exchanged through mobile devices 
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M   O   B   I L  E C O M M U N I C A T I O N

Risk Analysis 

VULNERABILITIES

TRENDSTHREAT
S

VULNERABILITIES 
Standard mobile communication systems are inherently  

insecure and there are very well-known vulnerabilities.

THRE ATS 
There are various well-established threats who have already made  

and can still make use of the existing mobile vulnerabilities.

TRENDS 
Considering the effectiveness of the use of mobile devices at work, more  

and more sensitive information will be exchanged through mobile devices.

The risk of exposing sensitive organizational information is high!
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Our Product
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OUR PRODUCT 
Secure mobile communication in closed circles 

Secure Mobile Communication 

Carefully designed to allow for  
secure communication among  

closed circles using state-of-the-  
art cryptographic methods.

Aims to provide a secure solution for  
mobile communications. Available  

on the most widely used mobile OS:  
iOS & Android.

Provides user-friendly solutions for the  
most widely used mobile communication  

methods for organizations: voice,  
messaging and file sharing.



13

OUR PRODUCT 
Major Features 

Central and web-based  
user, group and system  

management.

Central 
Management 

Secure  
Contacts 

Secure  
Call 

Secure Messaging &  File
Sharing 

Secure, trusted and closed  
circle of contacts generated  

and managed centrally.

Secure one-to-one,  
conference and external  

calls (via PBX integration).

Secure instant messaging,  
file sharing and SMS  
within your contacts.
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Mobile App
Extensive Feature Set

VOICE 
One-to-one call  
Conference call  
External call  
Voice mail

MESSAGING 
Text Messaging  Image 
sharing  Video file sharing
PDF document sharing  MS 
File Sharing*  Audio file 
sharing
Geo-location sharing  
Message broadcast  
Message forward  Group chat
Message auto-destruction  
Message take-back
Secure SMS  SMS 
Notification
Message delivery/read status

SYSTEM 
Password protection  
Secure storage  
Presence
History  Screen lock

* Road map
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 MANAGEMENT SYSTEM

CLOSED COMMUNITY CONCEPT
A closed community is a set of predefined users distributed over a set of communication groups.

Each community has a dedicated manager. A community can be deployed on a single gate or a cluster of distributed 
gates.

Each community has it own settings: store, App branding, set of communication features, etc.

AMS

GENEVA  
COMMUNITY

LAUSANNE  
COMMUNITY

OTHER  
COMMUNITY

CT-G1 PL-G1 PL-G2CT-G2

CITY GROUPS POLICE GROUPS

Example:

•  U1 can communicate with only U2

•  U2 can communicate with U1, U3 and 
U4

U1 U3U2 U8U4
U5

U6
U7
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Deployment Types 
A   D   V  A   N   C E  D T   E   C   H   N   O  L   O G  Y F  O  R S   E   C   U   R   I T  Y A  N  D P R I V A C Y

Our product is flexible enough to be deployed in two ways: either in a private cloud to allow for more  restricted on premise installations or in a 

public cloud in a simpler and more cost ef fective way 

Allows for dedicated on-premise deployments.

Target Market

Government & Defense, ICT Service Providers

On-Premise 

Allows for efficient deployment on a highly-secure Swiss based datacenter.

Target Market

Enterprises, SMBs

Public Cloud 
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Key Product Features 
USPs 

SECURE 

E2E encryption in closed  
circles with maximum  

control, while providing the  
highest degree of usability.

SWISS 

High privacy standards and high  
quality software; Swiss-based public  
cloud version ensured by strict Swiss  

laws for data protection.

FLEXIBLE 

Numerous installation and  
customization options allowing  
organizations to easily comply  

with specific requirements.
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Market Segments
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Target Market 
Segments

D E F E N S E F I N A N C I A L S E R V I C E S H E A L T H C A R E O T H E R 

Parliament  Presidency  

Ministry of Interior

Ministry of Foreign Affairs  

Civil Police

State & Cantonal  

Departments

G O V E R N M E N T 

Ministry of Defense  

Army

National Guards  

Intelligence Services  

Military Police

Banking  

Insurance  

Tax & 

Audit

Ministry of Health  

Hospitals

Clinics  

Pharmacies

Oil & Gas  

R&D  

Start-ups

Law Firms  

Family Offices
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Poststrasse 24, 6300 ZUG, CH 

+43 676 88 72 76 66
office@upsell.ch


